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IPTC (https://iptc.org/) is the global
standards body of the news media,
providing the technical foundation for
the news ecosystem

An open, non-partisan organisation
dedicated to promoting interoperable
standards and best practices in the news
and media industries

Founded in 1965 in the UK, IPTC is a non-
profit organisation funded by member
subscriptions

Members join as voting members,
affiliate members, or individuals


https://iptc.org/

@ First, some acronyms and background

e CAIl - Content Authenticity Initiative: https://contentauthenticity.org/
— Founded and led by Adobe (2019)

e Project Origin: https://www.originproject.info/
— Founded by: BBC, CBC/Radio-Canada, The New York Times, and Microsoft (2019)

e C2PA - Coalition for Content Provenance and Authenticity: https://c2pa.org/

— Unifies the efforts of the Content Authenticity Initiative and Project Origin to provide technical
foundation for trust in media (v 1.0 - 2021)

e CAWG - Creator Assertions Working Group: https://cawg.io/

— Builds on the work of the C2PA by defining additional assertions that allow content creators to
express individual and organizational intent about their content

— Now (March 2025) a working group within DIF —the Decentralised Identity Foundation
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@ C2PA, CAl, Project Origin, IPTC:
4 How does it all fit together?

e Project Origin + CAl joined together to

create C2PA — Coalition for Content 295
11 Creative mdustrles News and media industries
Provenance and Authenticity § and med
. « . . Marketing and evangellsm B Marketing and evangelism
{ PrOJeCt Or|g|n Was S|mp|y d Vendor partnerships Software vendor> } | Implementation guidance
. Technical |mplementat|0ns | Certificate services
collaboration agreement between a ™
. . Content . -
small number of companies: it had no Authent.c.ty ¢y Project Or'g'”)
Structure to Scale Initiative Protecting Trusted Media
| /

e So the IPTC “adopted” Project Origin

e The work now continues as the IPTC
Media Provenance Committee

e “Project Origin” and “Origin” branding
remain
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IPTC Media Provenance Committee
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Proving what’s real is easier than detecting what’s fake

4
. o e . f33randclothing
e Overall, the approach is to digitally sign B Dec 2, 2021 at 09:10am
C O nte n t Just Keir Starmer hanging out with his mate - nothing to see here

A

Image history and credentials

) F Content credentials are
i | Sa unverified

- Published by
P BBC
@

= Dec 1, 2021 at 10:00

e These embedded, secure credentials are
called “assertions”

e Signed assertions become “claims”
embedded in the C2PA “manifest”

e |f the media has been modified, the digital ' g Cwredon
) ] .&.f' Canon Camera.
“hash” no longer matches, and this will be
highlighted to users

VIEW ALL

e The aim is for this technology to be built into
websites, browsers and online platforms

Source: BBC mockup
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Creator Assertions Working Group (CAWG)

/ and Identity Assertions

e C2PA alone now covers only hardware and software
provenance, not creators, producers and publishers**

e Because all means of identifying individuals and
organisations were removed from C2PA, the spin-off

group Creator Assertions Working Group (CAWG) was
initiated to incubate the parts removed from the spec.

e Two significant CAWG projects are:

Named actor uses
authoring tool to produce
C2PA asset

authoring

tool identity assertion

— The cawg.metadata assertion for generic metadata © e centy
properties (any metadata that can be expressed in ot Glams
JSON-LD, including IPTC, EXIF, schema.org and more) erorsenat L et sagreqator combies
° ° . description of C2PA asset
— The cawg.identity assertion allows named actors to onr poyioad) i remembere
sign some or all assertions in a C2PA manifest specific credential

Authoring tool (C2PA claim generator)
signs the C2PA Manifest which includes

the identity assertion

Figure 7. Creating content using identity claims

** C2PA Vv 2.0 section 5.2.2 (Jan 2024): “This version represents a significant departure from previous versions. It reduces the use of the term "actor”, which no longer

represents humans and organisations. In addition to validator-configured trust lists, it also introduces a new default trust list, the "C2PA Trust List", which is intended to cover
certificates issued to hardware and software”
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A

The C2PA manifest:

e C2PA claim signature(s) from
hardware and software
— E.g. Sony camera, Final Cut Pro)

e |dentity assertion signature(s)
from publisher (cawg.identity)
— E.g. New York Times

e Any other metadata
(cawg.metadata)

— E.g. EIDRID, title, description,
rights info)

Overall C2PA-ready media file

Media file

The actual media:
video, image, audio, pre-existing metadata

Hash
|

I )

Data Hash C2PA C2PA CQX:G /
Assertion Actions Metadata Met o?rt
("hard bindings") Assertion Assertion cladata
Assertion
|
Ha‘sh T T HaAsh / H:sh H:sh
' : ) ' ' Identity Assertion
| IIdentlty/A's.sertlon ; Q Signature
Hash Hash  Hash Hash (signed with
' ' £ / publisher key)
Created assertions Gathered assertions
C2PA Claim

(E.g. MP4 file / uuid box)

Claim Signature
(signed with
software key)
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Creating C2PA assertions

e Open tools for creating C2PA and embedding assertions:
— https://www.iptc.org/std/videometadatahub/generator/

— https://opensource.contentauthenticity.org/docs/c2patool/

@ IPTC Video Metadata Hub Generator

This tool shows the capabilities of IPTC's Video Metadata Hub standard. VMHub can be expressed in JSON (as well as other formats). As you enter video metadata into the form, you can see the corresponding VMHub JSON appear.

For more information, see the IPTC Video Metadata Hub pages on iptc.org or the Video Metadata Hub User Guide, Discuss this tool on the p ptc-videometadata email discussion group.
Please note that this tool demonstrates only a small subset of the available fields in IPTC video Metadata Hub. The full VMHub spec includes many more fields such as Episode/Season/Series, fields for Peopl gc’me":. it
shown, model release and rights information, transcripts, and much more. |nli|tia$ir\lfelm y
Enter video metadata View the generated Video Metadata Hub data .
Date created Language @ Video Identifier @ Choose output format: C2PA assertion (for c2patool) v
£ -
mm/dd/yyyy =] English N Save this JSON-LD block to a file and add it to your video using the command| CAl open source SDK C2 PA co m ma n d I I ne tool
patool <input video file> -m iptc-vmhub-assertion.json -o <output video file
Title @ ( Getting started >
Headline @ C2PA Tool, c2patool, is a command line tool for working with C2PA manifests and media assets (audio, image or video
Description @ stamp.digicert.com' U"d'_?fsmﬂdlng > files).
IPTC Video Metadata Hub Generator with cZpatool” manifests
4 ned wi ol .
Keywords @ [ Use the tool on a file in one of the supported formats to:
™ « C2PA Tool v
Location @ * Read a summary JSON report of C2PA manifests.
Alt Text @ Using C2PA Tool * Read a low-level report of C2PA manifest data.
4 . * Add a C2PA manifest to the file.
Creator @ Supported media formats
Copyright Notice @ mp/ 0/DynamicMedia/” Usi ifest fil For a simple example of calling c2patool from a Node.js server application, see the c2patool-service-example repository.
‘xmpRights": "http://ns.adobe.com/xap/1.0/rights/" sing a manitest file
Copyright Owner @ Copyright Year @
dclanguage”: “en”
Credit Line @
Contributor @ 1
Digital Source Type @ (None) i
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§, The C2PA ecosystem is still evolving

e C2PA Claims are validated using an independent “Trust List”

— Currently, a “CAl Temporary Known Trust List”, but this will cease working this year (many current
demos use this, but will time out shortly)

— The v.2.0 —compliant C2PA Trust List (hardware and software) will launch “during 2025”
— C2PA v.2.1 spec provides for “additional trust list” anchors

— IPTC Origin Verified News Publishers List is an “additional trust list” compliant with the C2PA 2.1
spec. More info here: https://iptc.org/verified-news-publishers-list/

— Discussing extending to wider entertainment community, ideally collaborating with EIDR

O Origin Verified Publisher

e There are a handful of validators, largely open source:
— https://contentcredentials.org/verify (from CAl)

— https://originverify.iptc.org/ (from IPTC / Origin)

— Also several integration tools (e.g. Wordpress plug-in)

© 2025 IPTC (www.iptc.org) | All rights reserved
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IPTC Origin Verified News Publisher List

We created an IPTC-hosted “Trust List” of “Verified

News Publisher” certificates

— We verify that organisations are genuine news publishers
before putting certificates on the list

We help news organisations to obtain certificates

and learn how to sign their content

We have created a set of certificate and signing tools
and have launched a validator at
https://originverify.iptc.org/

One of the main tasks of the Committee is to work
out how this will scale to a large number of media
publishers

Current VNP trust list (+10 in process):

e @ O @O R

© 2025 IPTC (www.iptc.org)

including BBC and CBC

The International Press Telecommunications
Council, in conjunction with

has established a working group to create
and manage a C2PA compatible list of veri-

fied news publishers.

The open
for media provenance is widely
supported as a strong defence against mis-

information. Red Origin Verify

News Provenance Verification

evident way of ¢ Content Credentials
File
+ @ bbe-haiti.mp4
community to th 1ssued by

British Broadcasting Corporation
of a C2PA 2.0 cc g soperaticn

The signer of this Content Creden as hat
securel y (sl (-1 (=3l identity verified by Project Origin.
veri

mistaks r ication of the c

) Monday, 4 March 2024 at 17:02:55 EET

Produced with
BBC News Labs CR Exporter

CBC ‘iéi’ Radio-Canada wm@

v, Select a file from your device
T or drag and drop anywhere

IPTC to create a C2PA-compatible list of Verified News Publishers,

@ origin Verified Publisher

The group has created the “Origin
Verified Publisher” graphic to convey
the fact that content has been
signed by a certificate granted to a
publisher that has been verified ac-
cording to the Project Origin

process.

BBE VERIFY

All rights reserved
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@ How does a publisher join the Verified News Publishers Trust List?

e The current process is in the early stages and limited to news publishers

Step 1. Obtain an organisational
document- or email-signing
certificate from an approved

Certificate Authority

A

Certificate

Publisher »| Signing | 5

t »

reques Certificate

9? 9 authority
Prli\gte PEZSC - R — =
Publisher

Certificate
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How does a publisher join the Verified News Publishers Trust List?

Step 2. Send the certificate to
IPTC for approval as a Verified
News Publisher

Publisher
— R_ -
9? 9 _ IPTC
Publisher
Certificate

Private Public
key key

'

IPTC Verified |
News Publisher list




How does a publisher join the Verified News Publishers Trust List?

Step 3. Sign content using
publisher private key. Publish

content
Publisher
Publisher
9? 9 ’ Q > web site
Pr.i‘;‘;’,“"' Pﬁg,',ic Signed content

Social media

Signed content
platform
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How does a publisher join the Verified News Publishers Trust List?

Step 4. Consumer checks content using
a C2PA validator. Validator consults the
IPTC Verified Publisher List.

Consumer
Notes

Social media 1. Not all C2PA validators
‘ platform currently support the IPTC list.
The IPTC validator at
- ’ originverify.iptc.org supports
Q both the CAl and IPTC lists.
: 2. The CAI Temporary Known
Signed  Certificate List will soon be

IPTC Verified Comenf replaced by the C2PA Trust
News Publisher list - Online List, certifying software and
Q= — CoPA hardware that has passed a

Publisher Validator compliance audit.

CAIl Temporary Known Certificate (note 1)
Certificate List (note 2) [

Certificate

© 2025 IPTC (www.iptc.org) | All rights reserved 15




Tools and services to support publishers:

/| Origin Verify Validator
, oria

e We have created our own validator, @y oty

originverify.iptc.org
e Shows whether content has been Verify the ‘

tampered Since being Signed sgg:ce °f ™\ Select afile from vour device

. & Origin Verif
e Shows the owner of the certificate news et
, content
used to sign the content ploadafio toscewhich | AFPPhotoSignedéipte og

news organisation created i

e Shows some basic metadata: e Vet O G
publisher, publish time, caption, alt
t e Xt Certificate details

e Works with images and video files .



https://originverify.iptc.org/

Tools and services to support publishers:
IPTC Media Provenance wiki

4/

88 & Companyhub Home Recent v Spaces v More v | Q search oo @ g
. W e h ave C re a te d a n i n te r n a I Wi ki fo r @ Media Provenance Commi... v Media Provenance Committee | Tech & Implementation... (£ [ . % ® 5 share &
@B All content

, Tech & Implementation issues
4 Automation

IPTC members I P

Last updated: Feb 12, 2025 - |2 10 people viewed - @ 1link
8 Space settings

Parent page for all content related to actually implementing C2PA and working out how to

e |Includes a step-by-step guide helping v o & cmne to reome somere soee o 8

No shortcuts in this space

publishers to obtain certificates and - o =08 wedtaprovnance Commi.. |+ Mcia rverance Conmits | Obtanngacerticatst. 2 D[D]% © | Gowe & -
%
@

Q Search by title

add them to the Verified News [—

~  Origin Verified News Publ

All content

Obtaining a certificate from GlobalSign

Automation

Calendars Owned by Brendan Quinn s+«
Last updated: Mar 14, 2025 - 5 minread - lf‘_" 7 people viewed + @ 0 link

Publishers list e e
= Who can join the Origin

= How can my organisatic

Space settings
According to our updated Phase 1 policy for the IPTC Origin Verified News Publishers List,

Shortcuts + publishers can now obtain a certificate directly from a Certificate Authority and obtain

® I n CI U d e S g u I d e S O n te C h a n d tOO I S, b Ut © W shmdmyhene l:o shortcuts in this space Verified News Publisher approval in two parallel processes.

= Reviewing A New Certil
« Tech & Implementation s < | content =+ The first Certificate Authority that we have identified is GlobalSign. Their "Personal Sign 2

a I SO i nfo O n WO r kfl OWS a n d h e | p to L Department” email-signing certificate meets our (newly updated) criteria. AFP and IPTC

Q. globalsign (%] } have both gone through this process with this certificate type, so we know that it works.

explain benefits of C2PA to omngcetens romo ]
newsrooms

High-level summary of the process =

> Blogs + 1. Buy a “PersonalSign 2 - Department” certificate from GlobalSign. Go through the

| Space apps © GlobalSign vetting process.

2. Obtain a private/public keypair. For this step you have two options:

I draw.io Diagrams
a. Generate a public/private keypair using AWS Key Management Service. Generate a

Certificate Signing Request (CSR) using your private key (we provide a tool to help
D Jira project [ TRY | *e» . )
with this process)

b. Alternatively you can let GlobalSign generate the keypair for you and sent it to you
via a secure download from their website.

2 \Whan wuniir rartifirata annlicatinn hac haan annrnuad hyv ClahalQinn eiilhmit vnur CCD ta




Tools and services to support publishers:
Wordpress plugin

/|

e We have created a Wordpress plugin that . .
. . . C2PA Signer Settings
uses our signing tools to automatically
sign every image published on every news s
p O St Enable C2PA Signing il

e |t also extracts caption, alt text and Heop Obhulinae o th e inge i bkt on eyt ac ESNEENERNEEY

publish date from the Wordpress (Sont mags nacre @
metadata and adds them to the assertions Signing settings //

Configure image signing settings below. FHHNCE_VVIIAINI_IN_ 1ainmn-

inside the signed manifest 768x1315.jpg

Path to Signing Script | Jopt/bitnami/apps/iptc.org

Origin Verify

News Provenance Verification

— Can be configured by options in the plugin oo ko e
Settl n gs AWS ARN of the signer's ki General information

Name: Prince_William_in_Tallinn-768x1315.jpg

P We a re n OW u Si ng th iS O n i ptC. O rg Certificate Chain File [m ::e::ed'da 7 March 2025 at 23:00

27 March 2025 at 15:44
Full path to a file containin o of CSrnwall, on ameet-and-

ring a phffer jacket and can
be se photo taken by a member of the

— We might be the first publisher to routinely sign  ——_——— ekl L
all content that we publish!

Certificate details A

Signer: Comite International des Telecommunications




§/ What are the next steps?

e Be patient! Media provenance using C2PA is worth supporting, and broad adoption will
become feasible over the next 6-18 months

e Many, many organizations and individuals are working on this through the initiatives
discussed — there is substantial support

— Most welcome new members, including IPTC!

e Begin planning for adoption now

Thank youl!
Pam Fisher — pamfisher@gmail.com, 310-927-4479

For more information on Media Provenance at IPTC: https://iptc.org/media-provenance/
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